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Abstract 
Watermarking techniques allow the embedding of additional information directly into digital 
media as audio and video. Small variations of the digital representation of those data are 
used to imperceptibly combine the watermark content with the media. Ideally, no subsequent 
modification will destroy the watermark. However, in practice, the robustness depends on the 
watermark energy used, which is limited by the media degradation caused by the watermark. 
Reliable embedding algorithms assure watermark persistence up to an extreme quality 
downgrading level.  
The proposed video watermarking system was developed and optimized for robustness 
against common image alterations caused by digital video compression as well as analog 
video transmission and storage. A discrete wavelet transform based approach using a set of 
Walsh-series modulated by the watermark content as additive pseudo-random noise was 
chosen as result of an extensive benchmark, providing high robustness without visual image 
degradation. An alternating watermark sequence, content adaptive energies, key frames and 
position markers are used to improve the robustness of the video watermarking system. 
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Introduction 
Digital watermarking techniques may be 

used to protect the copyright of digital media 
as images, audio and video. Therefore, 
additional information is imperceptibly 
embedded directly into the content. After-
wards, the watermark is used to identify the 
legal ownership of the media. This paper 
describes a system for watermarking digital 
video data.  

As a video is a sequence of images, video 
watermarking is similar to image water-
marking. Several types of algorithms exist 
for image watermarking by slightly altering 
the pixels of the image. Most of them can be 
applied for digital video as well but some 
distinct problems arise for watermarking 
video data. Those algorithms must embed the 
information robustly enough to resist various 
types of modifications caused by storage and 
transmission of the videos [1, 2, 3].  

One minute of raw digital video at TV 
resolution stores as approximately one giga-
byte. Compression algorithms reduce this 
figure. Frequently, lossy compression is used 
to achieve high compression rates, and 
considerably affect the image pixel values. 
Common digital video coding techniques 
such as MPEG, H.26x and DV base on lossy 
compression. Transformation, quantization 
and motion compensation algorithms all alter 
the pixel values during the video encoding 
process and so can destroy the watermark or 
cause errors in information the watermark 
contains. During encoding, damage can also 

result from the color sub-sampling in YUV 
color space, which is used at the preprocess-
ing stage. This preprocessing may include 
aspect ratio conversion, image scaling and 
image resampling, yet more factors with a 
potential effect on the watermark. 

Another error source is conversion to 
analog video, which can cause a blurred, 
noisy image, pixel shifts and slightly scaled 
or cropped scan lines. A watermarking tech-
nique for video data should be resistant 
against all these sources of error, but on the 
other hand must not be so complex that real-
time processing is unmanageable. 

In contrast to image watermarks, a video 
watermark can contain a lot more infor-
mation because it is possible to embed 
different watermarks into a sequence of 
frames, each of which contains part of the 
data. In that case, some method of 
synchronization has to be established so that 
the frame position can be tracked within the 
sequence. Also, the watermark detector must 
be prepared to handle new kinds of attack: 
deletion, duplication or swapping of video 
images. An important advantage of a longer 
watermark content is that redundant 
information, such as Reed-Solomon codes, 
can be embedded for error correction 
purposes. 

2. Algorithm Benchmark  
At the beginning of the development of 

the video watermarking system proposed in 
this paper, an extensive benchmark was 
performed to determine which of the 

 

Fig. 1: DWT WM, energy 1.6 (standard) 

 

Fig. 2: DWT WM, energy 5.0 (too heavily watermarked)
 

  



algorithmic approaches to image water-
marking is most suitable for the development 
of a robust video watermark. Several known 
classes of algorithms were implemented to 
achieve an objective comparison of their 
robustness, their complexity and any poten-
tial visual artifacts for a given amount of 
watermark information. In general, the three 
criteria are closely but inversely related. This 
means that improvements to an algorithm's 
robustness will tend to reduce the quality of 
the image and even cause some noticeable 
visual artifacts. It is therefore necessary to 
assure conditions are equivalent for all 
algorithms compared in the benchmark 
scenario [4, 5, 6].  

One of the parameters that can be fixed 
for a fair benchmark is the size of the 
watermark content. In the present case, every 
algorithm tested embedded seventy-two 
information bits into a single video image. 
Although for some kinds of watermarks it is 
not possible to be tied down to an arbitrary 
number of bits, all the algorithms coped with 
seventy-two for the given image size of 720 
by 576 pixels (PAL video standard). 

The robustness of the watermark against 
image modifications caused by storage and 
transmission of the video or by intentional 
attacks depends on the watermark energy. 
However, the degree of visual image 
distortion also depends on the intensity of the 
watermark used. To evaluate the robustness 
of the different algorithms, the benchmarking 
must be done using equivalent energy levels. 
As there is no single parameter that repre-
sents the watermark energy for all different 

algorithms in a comparable way (e.g. they 
use different transformation domains to 
embed the watermark), the energy level 
applied for the robustness benchmark was 
determined based on the image distortion.  

In communication theory there are some 
statistical properties, such as the signal to 
noise ratio (SNR, PSNR), to describe the 
distortion of a signal. However, they are not 
very significant for image processing, as they 
do not sufficiently represent the image 
quality as perceived. Therefore, the level of 
image degradation caused by the watermark 
was judged by subjective visual evaluation. 

To test the robustness of the algorithms 
against distortion, a set of images was water-
marked at different energy levels. Then 
various kinds of image modification were 
performed. From the resulting pictures the 
watermark information was extracted by 
applying a corresponding detection algo-
rithm. Most such detection algorithms yield a 
confidence measure, e.g. the correlation 
between watermark and image, but the 
measure cannot be simply compared across 
all algorithm types. The difference (if any) 
between the original watermark content and 
the data detected is a measure of the 
algorithm’s robustness (bit error rate BER). 
For the benchmark, the distortion level 
resulting in the earliest bit error was 
estimated for the complete test set. 

Though the robustness is an important 
property, there are other criteria for the 
applicability of an algorithm to the water-
marking of video data. Since embedding and 
detection must be done quickly, the algo-

 

Fig. 3: Artifacts are visible first in plain blue areas (both images at energy αααα=2.5)  
 

  



rithmic complexity is a significant factor as 
well. 

Selected watermark energies were com-
pared after categorization according to their 
associated visual artifacts. The categories 
were ‘no visual change’, ‘artifacts apparent 
to someone familiar with the algorithm’ and 
‘modifications recognizable by lay people’. 
The classification was made by direct 
comparison with the unmarked pictures. For 
all tests a fixed set of image sequences, 
containing particularly problematic content 
as plain areas, sharp edges and grayscale 
images, was used. 

The robustness of the watermark against 
alterations was determined using twelve error 
categories, typically caused by digital video 
storage and transmission. Each image 
modification was performed at various 
intensity levels. 

The best results were achieved by using a 
wavelet-based algorithm [7, 8]. Even the 
basic implementation tested showed high 
robustness against most image modifications. 
A detection of the watermark without any bit 
error was possible for all the following image 
alterations: JPEG compression at quality 
levels less than 20%, addition of extreme 
noise, strong blurring, linear and non-linear 
brightness and contrast variations, color 
quantization and partial masking of the 
image.  

The wavelet approach was thus chosen for 
the proposed video watermarking system. 
During the benchmarking of the basic wave-
let implementation, robustness deficiencies 

were discovered for scaled and/or cropped 
images as well as for image shifts. To 
overcome this weakness, some sort of 
position markers would be needed in the 
wavelet-based video watermarking system. 
Also, it would be necessary to embed the 
watermark locally more than once in 
different areas of the picture. 

3. DWT based video watermark 
The video watermarking system now 

proposed uses a two-dimensional DWT 
based on the simple Haar-wavelet. An 
analysis showed that different types of 
wavelets yielded similar patterns in the 
marked images. Thus, the Haar-wavelet was 
chosen because its low- and high-pass filters 
are computationally inexpensive to imple-
ment.  

The multilevel decomposition is processed 
to the third level. Then the watermark is 
embedded into the LH3 horizontal high-pass 
subband of the blue color channel. An 
adaptive selection of the color channel 
(depending on the image content) was 
considered as a method of improving the 
visual quality for uniformly blue picture 
areas. That idea was abandoned because the 
relatively high computational effort needed 
to determine the channel to achieve only 
small visual performance improvements. 

The total 72-bit watermark information is 
split into six blocks. Depending on the key K 
used, a set of twelve Walsh-series Si with 
1024-bit length is selected, one for each 
watermark bit. The carrier Walsh-series are 

 

Fig. 4:WM robustness against noise  (energy αααα=1.6, 
noise σσσσ =30, detector confidence=0.11, BER=0) 

 

Fig. 5: WM robustness against blurring (energy αααα=1.6,  
blurring a=95, detector confidence=0.33, BER=0) 

 

  



modulated by the watermark information I 
and are accumulated. The resulting sum of 
each block is weighted by a factor α repre-
senting the watermark energy and added to 
the LH3 coefficients at fixed image positions.  

 ( )KSW i
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iI ⋅−⋅= ∑ 1α  (1) 

Various experiments showed that embed-
ding the watermark into the third horizontal 
high-pass band of the wavelet decomposition 
resulted in a good balance between visual 
degradation and robustness. 
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Then the watermarked image is computed 
by applying the inverse wavelet transform 
and recombining the color channels. 

To detect the watermark, the original 
unmarked video image is not required. 
Again, the process starts with the wavelet 
decomposition of the blue color channel to 
retrieve the LH3 coefficients. The key K is 
used to calculate the set of Walsh-series Si. 
By correlating the Walsh pattern and the LH3 
coefficients at the corresponding position, a 
watermark information bit is estimated. 
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A threshold criterion determines whether 
the watermark was found or not [7]. If the 
pattern is highly correlated with the wavelet 
coefficients, the sign of ρ determines the 
value of the watermark bit. 
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All twelve bits of a block are retrieved in 
this way, and all blocks together result in the 
complete watermark hidden in a single 
image. 

4. Optimizations 
An analysis of the image alterations 

caused by the DWT watermark revealed 
typical patterns in the spatial domain. The 
detection algorithm was modified to find 
those patterns by correlating them directly 

with the image in the spatial domain. This 
approach simplified the algorithmic 
complexity and improved the detection 
robustness. 

The watermark energy determines the 
degree of image alteration. If the value of α 
is set too high, artifacts become visible. In 
particular, large uniformly colored picture 
areas are critical for visual artifacts. To 
reduce artifacts in those plain areas, adaptive 
watermark energies can be used. Experi-
ments showed that watermarking of images 
containing large unstructured regions yielded 
higher correlations than watermarking of 
images with many details using the same 
intensity α. Consequently, the correlation 
result could be used to adapt the watermark 
energy. This approach provided a constant 
robustness and reduced visual artifacts for 
plain areas. 

Since the embedding process alters the 
blue color channel, the watermark tends to 
become visible first in unstructured blue 
image regions. This fact can be evaluated on 
the images shown in figure 3. Both images 
are watermarked using the same intensity of 
α=2.5. Experiments showed that embedding 
the inverse watermark using half of the 
energy into the green channel reduced this 
effect. The artifacts could be obscured even 
more by using an additional slight noise in 
the green and red channel without affecting 
the detection confidence. 

5. Video watermarking system 
In theory, all frames of the video could 

carry a different watermark providing a huge 
amount of message space but that would 
require a complex synchronization method to 
track the frame position inside the sequence. 
Furthermore, the watermark detector must be 
prepared to handle attacks like deletion, 
duplication or swapping of video images. 

For robustness against those attacks, the 
watermark has to be repeated several times. 
As experiments have shown that the water-
mark pattern might become visible if a 
constant watermark overlays a shifting video 
content, rotated, mirrored and inverted copies 
of the watermark are embedded. At detection 
time, the watermark information from those 



repeated frames is averaged to improve the 
overall system robustness. 

A sequence of eight frames is used for a 
watermark section. Additionally, a frame 
number is inserted for synchronization 
purposes. An extra frame is used to code 
watermark-positioning information permit-
ting the correction of distorted images as 
scaled and shifted frames.  

If the complete watermark information is 
longer than seventy-two bits, the message is 
split and spread over multiple watermark 
sections. In that case, distinct sets of Walsh 
series are applied to encode each section. 

6. Results 
The proposed algorithm for video water-

marking achieves a high robustness even for 
watermark intensities that do not cause any 
visual image degradation. Figure 1 shows a 
watermarked frame of the test sequence 
apple at the energy level α=1.6. For this 
setting, slight modifications are only visible 
in direct comparison with the original. To 
demonstrate the artifacts caused by the 
watermark, an extremely high intensity was 
used for Figure 2, causing heavy distortions. 

The robustness of the proposed video 
watermarking system was tested for various 
types of image modifications including noise, 
blurring, lossy compression, scaling, crop-
ping and color correction. Figures 4-5 show 

two samples of those watermark attacks for 
the standard test video sequence susi. Even 
after the image modifications, the complete 
watermark information was detected without 
any bit error in either case.  

The following diagrams illustrate selected 
results for different watermark intensities. To 
analyze the robustness, the watermarked 
sequences were distorted and the resulting 
detection confidence was estimated. First 
bit-errors in the detected watermark content 
of 72 bits per frame occurred for confidence 
values below 0.15, so this value is used as a 
limit for a positive detection result. Figure 6 
contains the detection confidence values for 
some common image distortions caused by 
storage and transmission of video data. 

The visual image degradation depends on 
the energy used to embed the watermark. 
Figure 7 shows the relation between the 
energy α and the signal-to-noise-ratio and, at 
the same time, the corresponding detector 
confidence. The threshold for visibility is 
determined by the image content. Typically, 
no degradation can be seen for values below 
α=1.5 and only slight artifacts result from 
energies below α=2. Higher watermark inten-
sities are possible for images without 
unstructured plain areas. The usage of 
adaptive energies based on the detector 
confidence usually results in higher energies 
and therefore in higher robustness. 
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Fig. 6: Watermark  detector confidence for various robustness test 
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Fig. 7: Image distortion and detector confidence 

depending on the watermark energy used 
 

7. Conclusions 
The video watermarking system here 

presented uses a discrete wavelet transform 
to embed a pseudo-random noise based on a 
set of Walsh-series. Extensive tests proved it 
has high robustness against the various kinds 
of degradation caused by digital video 
compression, analog video conversion, 
transmission and storage. An alternating 
watermark sequence, content-adaptive ener-
gies, key frames and position markers are 
used to improve the robustness of the system. 

Further optimization plans for the system 
include Reed-Solomon Codes for enhanced 
error correction and Walsh-series which vary 
over time. 
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