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Abstract

This paper describes the Digital Rights Management (DRM) System CodeMeter and its adaptation to protect music
content against piracy. The CodeMeter architecture is developed by WIBU-SYSTEMS and adopted to different
market requirements within the EU project PAIDFAIR. The CodeMeter system includes a USB hardware, the CM-
Stick, which stores the digital rights (licenses) for software and content. CodeMeter offers advantages to all
participating parties, the content provider, who gains a strong protection of his intellectual properties, the user, who
can use his digital rights flexible and offline. But also traders as traditional agent between content provider and user
could be optional integrated into the DRM system. CodeMeter guarantees trust and privacy for all parties and it
supports multiple vendors. The user needs only one CM-Stick for storing all his rights of different products from
different content providers. Additionally CodeMeter offers e-commerce capability, so the licenses will be

transferred online to the user, using the secure protocol CM-Talk.

1. Introduction

1.1. PAIDFAIR

Under the EU project PAIDFAIR (IST-2000-29616), WIBU-SYSTEMS developed various examples of using the
CodeMeter technology. One possible distribution model is the pay-per-use technology. The user buys usage credits
online which are stored in his CodeMeter hardware, the CM-Stick. The credits can be used offline. Using software
in this way has many advantages for both, content providers and users. It makes the costs manageable and lowers
the barrier to use new products. It also avoids the risk of investments being wasted on technology that soon

becomes obsolescent, and allows suppliers to easily increase their target market.

The PAIDFAIR trial focused on the introduction of a real-time accounting system to protect and measure usage of
intellectual property across a wide range of scenarios, such as music distribution, digital broadcasting, and e-

payments. A web-based, fully automatic communication between all e-business partners was realised, including



automated offers, orders, licensing and payment transactions.

Within the PAIDFAIR project, this technology has been adopted to meet the requirements of various applications.

The system includes other technologies developed within the project: Smartcard technology for payment and also

for enabling of usage credits, biometrical schemes for enabling, certified time stamps for secure activation and

expiration dates, Multimedia Home Platform integration and legal requirements for electronic sales transactions in

different countries.

1.2.

Music Content

Today CodeMeter is used for protection of software (available protected products see http:/www.codemeter.com).

The next step is to create standards for the protection of digital contents. This paper describes the adaptation of

CodeMeter for music content.

The following list describes different kinds of content which could be protected by the CodeMeter system:

Content which is part of a shipped software product
Content which is sold separately by the developer of a software product
Content which is sold from independent content producers

Content which is created by musicians with a software product and which could be used by other musicians

with their software products.

The following list describes a little more precise the type of contents, which can be usually protected:

1.3.

Sampling contents. This means any type of sound which can be used to compose a new song and which is

recorded from the air with a microphone.

Artificial created sound content. This means any type of sound which can be used to compose a new song

and which is created by a synthesizer on artificial way.

Sequential orchestration content. This means a combination of several instruments, optionally with sound

content to create a specific sound, rhythm etc.

Artificial instruments which defines an extension of synthesizer software.

Overview

Independent where the content is created or which type of content is defined, the content is stored in one computer

file or in a specific collection of files.



Such files can be transferred via CD-ROM, DVD,
Internet (FTP, streaming), digital magnetic tapes etc.
The only restriction is that such content files can be
created and written res. opened and read by computer

software.

If the content provider wants to protect his content he
needs a mechanism to encrypt and decrypt the complete

or a part of the content file.

To fulfil this task, the content provider needs a
mechanism to create the license, to transfer this license
and to store the license. In CodeMeter the licenses will
be stored in the CM-Stick. Both encryption and

decryption of the content happen inside this CM-Stick.

The major difference between conventional DRM
systems and CodeMeter is the fact, that the customer has
his own hardware to store the licenses of the used
content. Due to this fact the content provider only has to
create an encrypted version of the content and has to
deliver this file to his user. There is no need to deliver
additional hardware! The user cannot use the delivered
file without the appropriate license. He can buy the
needed license in an electronic shop. During this
payment the ordered license will be transferred into the

user’s hardware (CM-Stick).
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Now the user can play or spread the licensed content by plugging in the CM-Stick on any computer he wants. With
the CM-Stick/M, a variant of the CM-Stick with a Flash Disk (starting with 128Mbyte), the user can store the

content file together with the appropriate license. So the user has a high mobility.

Based on the described process there are the following requirements for a standardized content protection system:
B A generic file format for all the possible content is needed.
B The system has to be vendor independent and needs a multi vendor capability.
B The system has to be secure.

B The system has to fulfil the needs of eCommerce systems.

2. Principle of Protection

The basic security feature of CodeMeter music content protection is encryption: The creator encrypts the plain file
before it is shipped. The user must decrypt the encrypted file before the contents can be used. As long as the

suitable key to decrypt the file is not available, the file res. its contents cannot be used.

Another important feature is that the decryption is never done outside of the CM-Stick or a software package,
which uses the contents. As result the decrypted (original plain) variant of the content is available only in the RAM

of such a software package, never as a plain file, which can be saved, duplicated or shipped to anywhere

The key to decrypt the contents within the software package is never accessible or readable. It is not permanently
stored in the software package, but the CodeMeter hardware, CM-Stick, stores this key. The key is typically
determined or calculated by the author. It is part of a CodeMeter License and the owner of such a license is the

Licensor.
The CodeMeter protection system has following features and advantages:

B The protection is totally media-independent. So it is not any Internet-access, CD-ROM or DVD protection.
Moreover the protection is not bundled to a specific computer. So contents can be easily shipped on different
media. Because no decryption is successful without a suitable key, even a public shipment is possible, for

example a DVD, which is part of music newspaper, sold at a kiosk.

B Because of the media-independency, the user can backup all content files without restrictions. The files may

be even installed on several computer systems at same time.

B Any use of the contents requires the access to the key to decrypt the data. The key is only available in that
CM-Stick which contains the license. But this CM-Stick is connected at the USB port of a computer system

and can be easily transferred from one computer to another.



3.

Generic File Format

Currently there are a lot of file formats for different types of content. To use the CodeMeter content protection,

such file formats must be modified. Here are some general guidelines:

Each file needs an unencrypted header, which defines how the CodeMeter protection works in the encrypted
part of the file. This header is the only part of a content file, which is precisely defined by WIBU-
SYSTEMS. The header has an XML format; if the content file is based partially or fully on XML, the

CodeMeter header can be integrated there.

The header initializes a decryption engine (possibly also an encryption engine), named as CodeMeter Music
Contents Protection Engine (CM-MuCoPE), which connects the required CM-Sticks and provides some

security information like decryption, possibly encryption, checksum operation etc.

The creator of the content file format defines, which parts of the format are encrypted and which are not.
Because decryption (and also encryption) is a time wasting process, only that parts of the content file should
be encrypted, which are essential for the content and without an access by decrypting the content cannot be
used. On the other hand, it should be impossible that the content can be recreated from the unencrypted part

of the file; then the encryption is not safe enough.

The time-consumption of decryption (and encryption) depends on the length of the encrypted data (in bytes)
not of the content of the file. For example, encrypting 1000 0-bytes needs exact the same time as encrypting
a random sequence of 1000 bytes. To speed up the decryption (and encryption) process, it is urgently
recommended to compress the file data before they are encrypted. After decryption, the data are expanded
again to the original format. Which type and algorithm of compression is actually used, is not the focus of

CodeMeter content protection, it works even great (and safe) without any compression.

Sometimes content files can become very large (may be more than 10 Mbytes). Loading such files as
monolithic blocks is time consuming, especially when they have to be decrypted and unpacked. So it is
recommended to split a content file in small “usage-atoms” which can be separately loaded, decrypted and

unpacked. They should be hold in a memory cache within the music software product.

To support e-commerce it is recommended, that each content file have an own description about the creator, the

type, the meaning, copyright information, usage information etc. Such information is not encrypted and can be used

to search content files on hard drives or in online stores automatically. WIBU-SYSTEMS defines an optional e-

commerce description block, which is added to the XML header used for security. Each company who defines a

content format can extend this XML header with own description information.



fitting Partner Exchange Key for his items. All this workflow is automated, no manually input is necessary.

CM-Talk offers a dynamic price-establishing scheme. So the price of a license can depend on other licenses, which
are already stored in the same FI of this CM-Stick. One feature of CM-Talk is, that a licensor can only access his FI

at the users site and no other FI. So licensor A gets no information of products form licensor B (data privacy).

The price establishing information is stored in a XML-Database at the licensor site.

7. Advantages for all parties

A protection system like described above will only succeed, if all involved parties will profit by this system.

The content provider will profit by CodeMeter because the system protects against copy piracy and provides a lot

of new license models:
B Pay-per-use: the usage is limited to a specific count

B Renting: the usage is limited to a specific time, starting with the programmed activation time and ending

until the programmed expiration time.
B [Leasing: like renting; if the final installment is paid, the expiration time has to be deleted.

B Module based license: every module of the content is represented by one bit in the feature map. Depending

on the bought license the bits have to be set or deleted.

B Network license: The usage is limited to a specific count of parallel access, which is programmed in the

network counter.
These license models can be combined according the needs of the content provider and the users.

Additionally the content provider hasn’t got to deliver the hardware; the user can buy the CM-Stick in different
stores at close quarters. The advantage for the user is the new mobility. Now the licenses are stored inside a little
personal USB-Stick, which can be used with different computers. Additional access protection feature protect the
CM-Stick against misuse of stolen CM-Sticks. And last but not least the CM-Stick can be used independent from a

specific content provider.

As a matter of course there are advantages also for the trader who offers the content. Due to the defined protocol
CM-Talk the integration of CodeMeter based content is very easy. Now the trader sells the license only and not the
content. Therefore the download of the content can be separated from the payment, which simplifies the

architecture of the online store.



8. Further Steps

As mentioned above there are a lot of different file formats. These will be a big issue because every format has to
be extended for using CodeMeter. Therefore, WIBU-SYSTEM has decided to found a working group called
“SEMUCS: Secure Music Content Standard”. The goals of this group are:

B Definition of a standard data format for professional music content, especially samples, with embedded
security features against illegal copying and software piracy. This standard will be open for the integration of
different vendor independent Digital Rights Management systems. One goal of the standard is guaranteeing

the interoperability with all existing software tools and file formats for musicians.

B Beyond security, the standard should also establish Digital Rights Management systems, enabling licensing
schemes like renting, leasing, pay-per-use and lifetime licenses. Furthermore, electronic license transfer

(ELD) and integration in web shops (e-commerce) should be supported.

SEMUCS will be founded during the “Musikmesse Frankfurt” in Frankfurt, Germany from 31st March — 3rd April

2004. Please see http://www.semucs.org for additional information.

It is clear, that the definition of a new common standard will become successfully only if the needs of all involved
parties are considered. Therefore, SEMUCS want to work both with vendors of music content, of software, of
DRM systems and with providers of e-commerce and sales channels. Please see the homepage of SEMUCS for a

list of members.

9. Available Demo-Systems

WIBU-SYSTEMS has been installed two demo systems to show the principle work of CodeMeter.

First there is a DemoShop available which demonstrates the integration of CodeMeter into an online shop. Please

see http://wibu5.wibu.de/cmwebshop. This demo shop illustrates the combination of selling software and digital

content and can used with the demo Firm Item 10. This Firm Item is programmable by every person who has a

CodeMeter Protection Kit. WIBU-SYSTEMS lends the kit to every interested party.

The second System is the CodeMeter portal (http://www.codemeter.com). This is a life system, where owners of

CM-Sticks can buy licenses of software, which is protected with CodeMeter. The CodeMeter portal is open for all
software and content providers who want to test CodeMeter without implementing an own infrastructure. So, all

you have to do is protecting your content with CodeMeter and selling it via the CodeMeter portal.



