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Adenda

« WIBU-SYSTEMS at a glance
e The idea behind SeMuCS
« CodeMeter basic features

* Protection schemes for software and digital
content
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WIBU-SYSTEMS AG at a glance

Founded in 1989 by Oliver

Headquarter in Karlsruhe, Germany
with 41 employees

Subsidiaries:

> Office in the USA
> Office in China
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Our mission

Hardware-based

Digital Rights Management
for:

Software Protection

Document Protection

Access Control

IN||=]§ Secure Music Content Standard Page 4 of 20
GG Content Protection with CodeMeter May 28 2004




Our success .

* More than 650,000 sold hardware token
e 21 distributors worldwide

« More than 3,000 customers worldwide, e.q.:

AGFA AG, Robert-Bosch GmbH, Canon,
EASY Software AG, ESEC AG,

GE Windenergy GmbH, Graphisoft R & D Rt.,
Kodak, Mitutoyo GmbH, Motorola GmbH,
OCE Document Technologies GmbH,
SIEMENS AG, Toyota Motorsport GmbH,
WSCAD electronic GmbH
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Our products
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SeMuCS: The first idea

 Different vendors are using WIBU-KEY for
protection of their music samples and virtual
instrurnents

« Other companies are requesting hardware
based protection for their music content

> Huge effort for the secure integration

 Let’s find one solution for all vendors
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SeMuCS: The targets

» Content for professional musicians

* About 500.000 potential consumers worldwide
» Strong protection

« Easy integration

 |[nteroperability between different players

> Add-On to existing formats

« Establish eCommerce capabilities
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SeMuCS: The first steps

 Formation at “Musikmesse Frankfurt” 31.03.04

> Steinberg, Native Instruments, Yellow Tools,
Tascam, Algorithmix, Prosoniq, Motu, DDP,
Numerical Sounds, Lockzone, Muon Software,
Syncrosoft, WIBU-SYSTEMS

* Chairman: Dan Dean
* Definition of the requirements until 30.06.04

(©

Dermonstration systerns in Q3/2004

 Further information: http://www.semucs.org
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CodeMeter at a.glance (I)

 New hardware-based Digital Right Management
System

» Usage of time certificates for secure activation
and expiration dates of a license

* Unit counter for Pay-Per-Use settlement
* Floating licenses within a network

 License is bound to the users CM-Stick, this
means mobility for the user

WIBU Secure Music Content Standard Page 10 of 20
S Content Protection with CodeMeter May 28 2004




CodeMeter at a.glance (lI)

« USB-encryption/decryption hardware for strong
Software and Content Protection: CM-Stick

> Multi vendor capability (user has only one CM-
Stick for more than 1.000 licenses from different
vendors)

« 128 bit AES and 224 bit ECC encryption

> Secret keys are generated in the CM-Stick and
cannot be read out
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CodeMeter at a.glance (lIl)

* Infrastructure for autornatically online transfers:
CM-Talk

> Easy integration tools: CM-Crypt, CM-API
* Multiplatform support (Windows, MacOS, Linux)
« Support of all popular programming languages

* Proven and tested during the European project
PAIDFAIR

 Additional security benefits for the user
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CodeMeter: Multi vendor capabilities

* Firm ltem for each
vendor (FI)

* Vendor defines his
Product lterns (PI)

> Product ltern Options
describing the license
(PIO)

 Additional User Area
(Firm Item 0)
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= 1E:| FIO- User Area
- ﬁ PI 0 - Internal Use
. {7 PT 1,000 - Inkernal Use
EI ﬁ PI 1.001 - PinManager
: ----- {E{l secrel Data - 125 Bykes
EI 10 FI 100,002 - Tigerzames
= El PI 1.000 - TigerPairs 2.1
T, +{ ) Expiration Date - 28,05, 2005
= E| FI 100.004 - Buhl Data
j ----- {77 PI 1,000 - T 2004
B- 1?:‘:. FI 100,047 - Yendor ¥¥Z
----- | 7) PI 1 - Player No.1
EI 1?:‘:. PI Z - Plaver No.2
----- {E{l IInit Counkter - 99
----- 1?:‘:. PI 200.001 - French Horn
----- {3 PI 200,034 - Muted Guitar
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CodeMeter: Backup and Restore

« Backup off all licenses and
unit counts into one XML-file

> Tirne signature of backup

 Restoration rules defined
from the vendor

CM-Stick 'RK TestKit' - Manage

Serial Number: 1-1000426

Yersion: 1.0

Free Memory: 87 %

Certified Time: 2004-02-06 11:34:56
Box Time: 2004-02-07 06:21:20
System Time: 2004-05-28 11:32:00

* Restore manager autornatically checks rules

online (One-Click-Restore)

* Old CM-Stick will be placed on black list
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CodeMeter: Encryption Key
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Simple Software Protection Scheme

* RID: Required Information Decryption
> Executable Code or data is encrypted
> Decryption during runtime

> Strong against Do-Nothing-Driver and A-Couple-Of-
Bytes Patches

 RED: Random Encryption Decryption

> Encryption and Decryption with randomized
encryption codes

> Strong against Record-Playback-Driver
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Advanced Software Protection: AXAN

 Definition of areas in the source code

* Encryption of different areas with different
encryption codes

« Decryption of each area during runtime, before
function is called

* Re-Encryption in the memory after the function
was called with alternating encryption codes

« Available for C/C++ and Delphi
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Simple Content.Protection: SmartShelter

9

SmartShelter Archive is container for different
document types and different permissions

* Publisher encrypts content with CM-Stick

 User reads content in the SmartShelter Reader,
depending on the permission, stored in his CM-
Stick

* Decryption On-The-Fly
« Additional license code opportunities

IN||=]§ Secure Music Content Standard Page 18 of 20
S Content Protection with CodeMeter May 28 2004




Advanced Content Protection

* Definition of protected arsas in the content (f. i.
header information in packed files)

 Additional header with area information
* Decryption On-The-Fly during runtime

* Re-Encryption after this area was played with
alternating encryption codes

 |ntegration of this mechanism into the player
software of SeMuCS partners
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Contact information

For more information:

WIBU-SYSTEMS AG
Ruediger Kuegler
Director Sales
Rueppurrer Strasse 52-54
76137 Karlsruhe
Germany

Phone: +49-721-93172-42

ruediger.kuegler@wiou.com
http://www.wibu.com
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