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Fraunhofer Motivation

• Images are important for eBay auctions
• They increase the success rate of auctions
• High quality images are preferred
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Fraunhofer Motivation

Quote:

“someone named as […] stole my pictures and 
now he is selling the same items as mine. what 
will i do for him to stop copying my picture?”

http://forums.ebay.ph/thread.jspa?threadID=300000585&tstart=0&mod=1117000770127
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Fraunhofer Motivation

• Image theft is common
• There are mechanisms to fight image theft
• But how to find illegal image usage in eBay?
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Fraunhofer Background: Image watermarking 

Technology to embed information into image data

- no loss of quality

- No file size increase

- Robust to common image handling

- Protected by secret key

Original Marked Copy Difference
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Fraunhofer Background: Image watermarking

Challenges in eBay scenario

- Small image size
Best algorithm requires at least 512x512 pixel

- Large number of images (complexity)

- Image characteristics differ strongly
Minimal textures
Drawings
Blurred photos
…
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Fraunhofer Concept

How to improve eBay image misuse detection by digital watermarking?

Step 1: eBay User marks original image he intends to use in auction

Original image Marked copy

Embed
watermark

Use in 
auction

eBay 
Steering wheel
Top condition
$ 25
Original Seller
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Fraunhofer Concept

Step 2: pirate copies marked original image

Step 3: pirate uses marked original image in 
another auction

Marked copy

Use in 
auction

copy

eBay 
Steering wheel
Top condition
$ 25
Original Seller

eBay 
Top steering wheel
Used, as new
$ 22
Pirate Seller
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Fraunhofer Concept

Step 4: Scanner detects 
image copy

eBay scanner
Search for: 
car wheel
steering wheel

Auction category:
Transportation

Watermark 
Detector Download

imagesRetrieve 
watermark

eBay 
Top steering wheel
Used, as new
$ 22
Pirate Seller

eBay 
Steering wheel
Top condition
$ 25
Original Seller

eBay 
Car  wheel
Best buy!
$ 22
AnotherSeller

Search for 
keywords
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Fraunhofer Application

- Scanner uses eBay SDK as an communication interface

- Various watermarking detectors for different algorithms

- User-based key handling for retrieval

- Searching based on keywords, categories and dates

 
Scanner 

<?xml> 

DB

DB

 

eBay 
Platform 

DB

Internet 

<?xml> 

pictures 

detectors 
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Fraunhofer Application

- GUI example

- Search process
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Fraunhofer Application

Practical issues:

- Retrieval optimization by hash-based image library: 
Image with hash and result already stored for current scan is not processed again
Results of stored retrieval are used

- Performance:
Watermark retrieval: ~1 second per image
Bottleneck: eBay SDK, up to 5 seconds per image handling

- Handling of retrieval noise
Checksums
Stored copyright messages
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Fraunhofer Summary

- eBay image protection is important challenge

- Watermarking can help to identify image theft

- Automated solution is required

- eBay SDK and watermark detector can be combine to provide solution

- Our system uses eBay filters and watermark retrieval

- Optimization for high performance
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Fraunhofer Future work

- Improve image watermarking robustness

- Design solutions for small images

- Optimize speed

- More generic framework
User key handling
Algorithm handling
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Fraunhofer Thank you.

Any questions
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