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Marketplaces for Virtual Goods
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• Market places for virtual goods are increasingly
occupied by self-organising communities. These 
market places exhibit the characteristics of the so-
called long tail economy.

• The classical asymmetry between suppliers and 
consumers is lifted. Buyers and sellers are often even
in numbers and may change their roles dynamically. 

• Virtual, or physical, goods are offered in large 
numbers and diversity and with potentially small
demand for each single one. 

• Matchmaking and orientation of buyers is difficult
in a long tail economy, long term relationships are
hard to build, and trust between trade partners
must be established somehow.



Marketplaces and Reputation Systems

A common approach is to let market players themselves
provide the necessary guidance. This is mostly embodied in 
reputation systems

Buyers and sellers rate each other and the goods sold, trying to 
establish “the shadow of the future“

The goal is to establish a homogeneous market for honest
participants. 

That community ratings (of goods) do in fact strongly
influence buyer behaviour is shown.

3



Reputation systems and social frauds 1/2

Existing reputation systems are fragile, in that they can easily be distorted or abused
even within the frame of laws governing them. 

‘Attacks’ of this kind threaten the integrity of the informational content stored in the
system. 

The following attacks can be classified

• Ballot stuffing: A seller colludes with a group of buyers in order to be given
unfairly high ratings.

• Bad-mouthing: Sellers and buyers collude to rate other sellers unfairly low to drive
them out of the market.

• Negative discrimination: Sellers provide good services only to a small, restricted
group of buyers.

• Positive discrimination: Sellers provide exceptionally good service to some buyers
to improve their ratings. 

A situation of controlled anonymity in which the market place knows the identity of 
participants and keeps track of all transactions and ratings, but conceals the
identity of buyers and sellers, is identified as essential to avoid unfair behaviour. 
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Reputation systems and social frauds 2/2

The best known individual attack on reputation systems uses
Sybils to obtain a disproportionately large influence.

General problem of ‘cheapness’ of pseudonyms in 
marketplaces and reputation systems, since with name
changes dishonest players easily shed negative reputation.

There is also an explicit threshold for the transaction costs for
reputations needed to avoid ballot stuffing. 

However, an indiscriminate pricing of identities for the
submission of ratings poses an undesired entry deterrent. It
seems therefore plausible that reputation systems should be
based on pseudonyms which allow for a flexible forward
pricing
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Terminology

• Trust

– An entity can be trusted if it always 
behaves in the expected manner for 
the intended purpose 

• Trusted Computing

– Basically a reporting technology to 
testify the state of a certain system 
and the identity of it
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Trusted Computing Essentials
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• The Trusted Computing Group defines a set of services as the base 
for Trusted Computing

– Trusted Platform Module (TPM)

– Adding protocols and messages that take advantage of the TPM

• The TPM cannot be moved. It is attached to the platform

• The TPM contains

– cryptographic engine

– protected storage

• Functions and storage are isolated
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Attestation and pseudonymity

• Trusted Boot
Measurement of the initial device state
and confirmes untemperness of the
underlying system

• Attestation Process
Offers a third party evidence about the
actual system state

• Attestation Identity Keys
Revealing the identity of the system by
in the context of the attestation
process and are produced by the
Privacy CA (PCA)

8



Trusted Computing enables anonymity

• Privacy CA scheme only offers pseudonomy as all credentials
are produced to the third party

• Zero knowledge proofs offer a potent solution

• Direct Anonymous Attestation

• Derived from IBM‘s IDEMIX system
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Trusted Computing in the mobile domain
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• TCG has established a special Mobile Phone Working Group 
(MPWG), led by Nokia

• This resulted in the specification of the Mobile Trusted 
Module, a specialised implementation of the TPM concepts 
for the mobile domain

• Establishes the concept of trusted engines under the control 
of different stakeholders



Using AIKs as rating ticket

The basic idea is to establish a pseudonymous rating system using
the identities embodied in the PCA-certified AIKs.

For security considerations the TPM restricts the usage of AIKs. It
is not possible to use AIKs as signing keys for arbitrary data. 

It is therefore necessary to employ an indirection using a TPM 
generated signing key and certify this key by signing it with an 
AIK — viz certify it in the parlance of the TCG.

Creating a Certified Signing Key (CSK)
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Ticket acquisition and rating process

• Rating Tickets (RT) are acquired by
the Trusted Agent from the PCA

• They are redeemed at the
Reputation System

• A Charging Provider occurs as a 
third party

• Issued RTs are considered as group
credentials identifying a price or
value, a single device or user TA
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Ticket acquisition process
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Cert(AIK,g)
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Ticket redemption process
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Security and anonymity

• Only PCA can de-anonymise users

• concept relies only on genuine TPM functionality and avoids
the usage of trusted software

• Data used in the attestation process can be used to de-
anonymise a user

• Since no trust can be laid in the TA for rating ticket 
management, some kind of double, or multiple, spending
protection or usage authorisation is needed at RS upon
ticket redemption
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Application scenario

• TA likes to express a rating about a 
user or product

• He buys a rating ticket from the PCA 
which belongs to a certain group

• TA sends rating to RS

• TA pays to CP at time of redemption

• CP distributes revenue shares 
between CP, RS, and PCA

• PCA plays a central role to control 
the identities of the users

• Can be used to model an IDM system
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Conclusion and further research

• Base for a generic pseudonymous ticket system

• TA could also express values of tickets by using different 
(groups of) CSKs

– In this way ratings could be prioritised

• Support of user side payment scenarios

– This would require trusted software

• This prsented approach is a very basic ticket system with
strong pseudonymity using only basic TPM functionality
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Fraunhofer-Institut SIT
Department „security in mobile systems“

Nicolai Kuntze 
Dipl.-Inform.

Rheinstraße 75
D-64295 Darmstadt

Telefon:  +49-6151-869-276
Fax:  +49-6151-869-224

E-Mail: nicolai.kuntze@sit.fraunhofer.de
Internet:  http://www.sit.fraunhofer.de

18


	Marketplaces for Virtual Goods
	Marketplaces and Reputation Systems
	Reputation systems and social frauds 1/2
	Reputation systems and social frauds 2/2
	Terminology
	Trusted Computing Essentials
	Attestation and pseudonymity
	Trusted Computing enables anonymity
	Trusted Computing in the mobile domain
	Using AIKs as rating ticket
	Ticket acquisition and rating process
	Ticket acquisition process
	Ticket redemption process
	Security and anonymity
	Application scenario
	Conclusion and further research
	Contact


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


